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Objective & Contributions
Motivation: missing provenance support for (complex, multi-step, and
distributed) Lattice QCD workflows to answer provenance questions like
• Q1 : Which datasets are affected by an error or bug?
• Q2 : How are datasets affected by modifying a parameter?
• Q3 : Who was involved in generating the data?

Aim:
• enable reproducible, traceable data analysis in lattice QCD workflows

Contribution:
• ProvCards/ProvDecks isolate and organize provenance-related metadata
• ProvGraphs visualize workflow provenance

Provenance for Lattice QCD
• a typical Lattice QCD workflow factorizes into three phases:

• generation: ensembles of gauge-field configurations
• measurement: correlation functions
• analysis: computation of observables

• existing community standards for Lattice QCD gauge-field
configurations, ensemble metadata and configuration metadata [2, 3]
⇒ provenance-related metadata for generation phase

• existing PROV-template for generation and measurement phase [1]

In summary: existing standards and concepts provide support only for the
initial two phases.
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Objective & Contributions
•Challenges: missing provenance support for Lattice QCD workflows to

answer questions such as
•Q1 : Which datasets are a!ected by an error or bug?
•Q2 : How are datasets a!ected by modifying a parameter?
•Q3 : Who was involved in generating the data?

•Contribution:
• ProvCards and ProvDecks to isolate, organize and share provenance-related metadata
• ProvGraphs to visualize the workflow provenance and answer provenance questions

•Aim: enable reproducible, traceable, and high-quality data analysis in
computational particle physics

Provenance for Lattice QCD
•Lattice QCD workflows are complex, multi-step, and distributed
• a typical Lattice QCD workflow factorizes into three parts:
• generation: generation of ensembles of gauge-field configurations
•measurement: configuration of correlation functions
• analysis: derivation of observances

•Lattice QCD gauge-field configuration file format QCDml consisting of
an ensemble metadata and a configuration metadata standard [2, 3]
→ provenance-related metadata for generation phase

•PROV-template for generation and measurement phase introduced in [1]
→ current standards and concepts only support the first two phases
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Figure 1: Simpli!ed version of a W3C PROV model for a Lat-
tice QCD work"ow consisting of generation, measurement,
and analysis parts. Yellow, blue, and orange nodes correspond
to entities, activities, and agents, respectively.

below) are su!ciently generic to serve as a blueprint for other
research groups.

In the W3C PROV standard, a PROV data model (PROV-DM, [9])
is represented by a provenance graph, i.e., there is a one-to-one
correspondence between model and graph. To not overload the
"gure, we have simpli"ed our extended provenance model. This
simpli"ed version is shown in Figure 1. It di#ers from the full model
in two aspects: (1) We have sometimes combined data and metadata
into one entity. (2) We have assumed that the agent whom an input
"le is attributed to is also associated with the execution of the
activity which is using that input "le.
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Figure 2: Provenance concept for a subset of the analysis part.
The gray and green nodes extend the work"ow by prove-
nance information. The red arrows indicate the generation
or extraction of ProvCards from the source’s metadata, while
the blue arrows indicate the generation of ProvDecks and
ProvGraphs from ProvCards. Both functionalities are part
of the provQCD toolbox, see Section 5.

4.3 ProvCards, ProvDecks, and ProvGraphs
To respect the FAIR principles F1–F3 [12] we represent every en-
tity, activity, and agent as a triple consisting of (1) a unique and
persistent identi"er, (2) the metadata, and (3) the actual content
(e.g., a dataset or a code). To be able to answer provenance ques-
tions quickly and independently, we wish to isolate and store the
provenance-related subset of the metadata in such a way that a
work$ow provenance graph (ProvGraph) can be generated auto-
matically in a PROV-DM format [9].

For a given entity, activity, or agent, we call the provenance-
related metadata a ProvCard and store this ProvCard in a "le or
database. Ideally, the ProvCard is generated as the work$ow is
executed, but if this was not the case in past work$ow executions
it will be necessary to extract the ProvCard from existing metadata
or log "les.

In the following we refer to the entity, activity, or agent from
which the ProvCard was generated or extracted as the source. Every
ProvCard contains the unique persistent identi"er of the source, a
unique and persistent identi"er of the ProvCard (which could be
derived from the identi"er of the source), the type (of the source),
and a comment. The remaining entries of a ProvCard depend on
the type of the source and include, e.g., the associated/attributed
agent or input "les (code and data "les).

The ProvCards are registered in a searchable database (FAIR
principle F4). In most situations it will be convenient to organize
the ProvCards in some way, for which we introduce the concept of
a ProvDeck as a collection of ProvCards. Depending on the use case,
it may or may not be sensible to de"ne a hierarchy of ProvDecks.

In Figure 2 we illustrate our provenance concept for a subset of
the analysis part. As an example for a typical use case, the entity

Figure 1:Provenance concept for a subset of the analysis part.

The provQCD toolbox
• metadata_extractor: extraction of ProvCards from logs and

metadata files
• registrar & graph_generator: generation of ProvDecks from

ProvCards and ProvGraphs from ProvDecks
• visualizer: visual representation of the ProvGraph
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ProvCards, ProvDecks, and ProvGraphs
•ProvCard : (internal) machine-readable JSON file that contains

provenance-related metadata for a specific source (entity, agent, activity)

PW’ 25, June 22–27, 2025, Berlin, Germany Auge et al.

“extracted correlators” from Figure 1 is split into 𝐿 = 291 entities
corresponding to the correlators from the 291 di!erent con"gura-
tions we analyze. The corresponding 291 ProvCards are collected
in a ProvDeck. To generate the ProvGraph for Figure 2 we only
need the two ProvCards for the ensemble-averaging engine and
the ensemble average.

Figure 2 assumes a toolbox provQCD whose implementation is
outlined in Section 5. This toolbox will have two main functionali-
ties: it extracts the ProvCard from the corresponding source (if the
ProvCard was not generated by the work#ow), and it generates the
ProvGraphs from the ProvCards. Of course, both the provenance
concept and the toolbox can be applied to all parts of the work#ow.

For the ProvGraph any PROV-DM format can be used. For de"-
niteness and better readibility we will use PROV-JSON [4] for the
ProvGraph and JSON for the ProvCards. A ProvCard then corre-
sponds to a single JSON object. In Listings 1 and 2 we show the two
ProvCards that are needed to generate the ProvGraph for Figure 2.
The resulting ProvGraph is shown in Listing 3 and Figure 3.

Listing 1: ProvCard for an Ensemble Average Entity
{

!id!: !prov::data :// ENSEMBLE$_ID/PROJ/nuc_mass.npy!,
!source_id!: !data :// ENSEMBLE_ID/PROJ/nuc_mass.npy!,
!comment!: !nucleon mass on ...!,
!type!: !provQCD:entity:data!,
!input!: [

{
!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extract.

py@GIT_HASH /1743601429! ,
!source_type!: !provQCD:activity!,
!edge_type!: !wasGeneratedBy!

}
]

}

Listing 2: ProvCard for an Ensemble Averaging Activity
{

!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!source_id!: !activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!comment!: !nucleon mass on ...!,
!type!: !provQCD:activity!,
!attributedTo!: !Franks_ORCiD!,
!code_id!: !prov::code :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH!,
!input!: [

{
!id!: !prov::data :// ENSEMBLE_ID/PROJ/nm_params.dat!,
!source_type!: !provQCD:entity:input!,
!edge_type!: !used!

},
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .1.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

},
...
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .291.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

}
]

}

The availability of ProvCards and ProvGraphs allows us to an-
swer a large number of typical provenance questions, such as Q1
to Q3. Note that the ProvCards contain the full provenance infor-
mation that was generated or extracted, while the ProvGraphs can
provide a very useful visualization.

2https://provviz.com/

Figure 3: ProvGraph for an Ensemble Average (automatically
rendered from Listing 3 using ProvViz2).

5 IMPLEMENTATION OUTLINE
In the preceding section we have introduced ProvCards that contain
provenance-relevant metadata. If the ProvCards were not generated
automatically during work#ow execution, the required information
needs to be extracted from metadata or log "les. Furthermore, we
want to generate ProvGraphs from ProvCards. For these purposes
we are developing the toolbox provQCD, which consists of several
modules whose functionalities are outlined below.
• If ProvCards were not generated during work#ow execution,

the metadata_extractor module extracts the provenance-re-
lated metadata from metadata or log "les.

• As the entire Lattice QCD work#ow is fragmented and carried
out successively by various agents who are not necessarily
familiar with the W3C PROV standard, the translator module
translates the output of the metadata_extractor module into
W3C PROV-compliant terminology and generates a proper
ProvCard.

• If desired, the merger module collects ProvCards in a ProvDeck.
• The registrar module registers ProvCards in a searchable

database.
• The graph_generator module generates a ProvGraph from

ProvCards or ProvDecks, in a PROV-DM format such as PROV-
JSON or PROV-XML.

• The visualizer module creates a visual representation of the
ProvGraph.

The provQCD toolbox will incorporate functionalities of the ex-
isting W3C PROV-compliant Python package prov.3 Also, it will
adhere to ILDG standards and FAIR principles.

6 CONCLUSION AND FUTURE WORK
We have extended the W3C PROV model introduced in [2] to the
third part of the Lattice QCD work#ow, analysis. This part is less
universal than the other two parts but does include generic ele-
ments. Therefore we hope that other research groups can adapt our
provenance model in a straightforward manner.

We have introduced the concept of ProvCards to capture the
provenance-related aspects of the metadata of activities, entities,
and agents. The advantage of ProvCards is that they allow us to
answer provenance questions without having to search through
large amounts of (meta-) data. From the ProvCards we can generate
a ProvGraph for the work#ow, or parts thereof, which can provide
a useful visual aid. We are developing the provQCD toolbox, whose
main purposes are the extraction of ProvCards from metadata and
log "les as well as the generation of ProvGraphs from ProvCards.

Future work includes the speci"cation of the metadata standard
for the ProvCards and the corresponding ontology for the Lattice
QCD community as well as the completion of the provQCD toolbox.
3https://pypi.org/project/prov

Figure 2:ProvCard for an Ensemble Averaging Activity.

•ProvDeck: collection of ProvCard parts for organizational and sharing
purpose

•ProvGraph: generated provenance graph that visualizes the relationships
between entities, agents, and activities according to the W3C PROV-DMPW’ 25, June 22–27, 2025, Berlin, Germany Auge et al.

“extracted correlators” from Figure 1 is split into 𝐿 = 291 entities
corresponding to the correlators from the 291 di!erent con"gura-
tions we analyze. The corresponding 291 ProvCards are collected
in a ProvDeck. To generate the ProvGraph for Figure 2 we only
need the two ProvCards for the ensemble-averaging engine and
the ensemble average.

Figure 2 assumes a toolbox provQCD whose implementation is
outlined in Section 5. This toolbox will have two main functionali-
ties: it extracts the ProvCard from the corresponding source (if the
ProvCard was not generated by the work#ow), and it generates the
ProvGraphs from the ProvCards. Of course, both the provenance
concept and the toolbox can be applied to all parts of the work#ow.

For the ProvGraph any PROV-DM format can be used. For de"-
niteness and better readibility we will use PROV-JSON [4] for the
ProvGraph and JSON for the ProvCards. A ProvCard then corre-
sponds to a single JSON object. In Listings 1 and 2 we show the two
ProvCards that are needed to generate the ProvGraph for Figure 2.
The resulting ProvGraph is shown in Listing 3 and Figure 3.

Listing 1: ProvCard for an Ensemble Average Entity
{

!id!: !prov::data :// ENSEMBLE$_ID/PROJ/nuc_mass.npy!,
!source_id!: !data :// ENSEMBLE_ID/PROJ/nuc_mass.npy!,
!comment!: !nucleon mass on ...!,
!type!: !provQCD:entity:data!,
!input!: [

{
!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extract.

py@GIT_HASH /1743601429! ,
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!edge_type!: !wasGeneratedBy!

}
]
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swer a large number of typical provenance questions, such as Q1
to Q3. Note that the ProvCards contain the full provenance infor-
mation that was generated or extracted, while the ProvGraphs can
provide a very useful visualization.
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provenance-relevant metadata. If the ProvCards were not generated
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we are developing the toolbox provQCD, which consists of several
modules whose functionalities are outlined below.
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out successively by various agents who are not necessarily
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ProvCard.

• If desired, the merger module collects ProvCards in a ProvDeck.
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• The graph_generator module generates a ProvGraph from

ProvCards or ProvDecks, in a PROV-DM format such as PROV-
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The provQCD toolbox will incorporate functionalities of the ex-
isting W3C PROV-compliant Python package prov.3 Also, it will
adhere to ILDG standards and FAIR principles.
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We have extended the W3C PROV model introduced in [2] to the
third part of the Lattice QCD work#ow, analysis. This part is less
universal than the other two parts but does include generic ele-
ments. Therefore we hope that other research groups can adapt our
provenance model in a straightforward manner.

We have introduced the concept of ProvCards to capture the
provenance-related aspects of the metadata of activities, entities,
and agents. The advantage of ProvCards is that they allow us to
answer provenance questions without having to search through
large amounts of (meta-) data. From the ProvCards we can generate
a ProvGraph for the work#ow, or parts thereof, which can provide
a useful visual aid. We are developing the provQCD toolbox, whose
main purposes are the extraction of ProvCards from metadata and
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for the ProvCards and the corresponding ontology for the Lattice
QCD community as well as the completion of the provQCD toolbox.
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Figure 3:ProvGraph for an Ensemble Average.

→ structured, interoperable representation of provenance-related metadata
to support traceability, reproducibility, and transparency in a Lattice QCD
workflow

Next steps
• specification of the metadata standard for the ProvCards and the

corresponding ontology for the Lattice QCD community
• further development of the provQCD toolbox
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Objective & Contributions
•Challenges: missing provenance support for Lattice QCD workflows to

answer questions such as
•Q1 : Which datasets are a!ected by an error or bug?
•Q2 : How are datasets a!ected by modifying a parameter?
•Q3 : Who was involved in generating the data?

•Contribution:
• ProvCards and ProvDecks to isolate, organize and share provenance-related metadata
• ProvGraphs to visualize the workflow provenance and answer provenance questions

•Aim: enable reproducible, traceable, and high-quality data analysis in
computational particle physics

Provenance for Lattice QCD
•Lattice QCD workflows are complex, multi-step, and distributed
• a typical Lattice QCD workflow factorizes into three parts:
• generation: generation of ensembles of gauge-field configurations
•measurement: configuration of correlation functions
• analysis: derivation of observances

•Lattice QCD gauge-field configuration file format QCDml consisting of
an ensemble metadata and a configuration metadata standard [2, 3]
→ provenance-related metadata for generation phase

•PROV-template for generation and measurement phase introduced in [1]
→ current standards and concepts only support the first two phases
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Figure 1: Simpli!ed version of a W3C PROV model for a Lat-
tice QCD work"ow consisting of generation, measurement,
and analysis parts. Yellow, blue, and orange nodes correspond
to entities, activities, and agents, respectively.

below) are su!ciently generic to serve as a blueprint for other
research groups.

In the W3C PROV standard, a PROV data model (PROV-DM, [9])
is represented by a provenance graph, i.e., there is a one-to-one
correspondence between model and graph. To not overload the
"gure, we have simpli"ed our extended provenance model. This
simpli"ed version is shown in Figure 1. It di#ers from the full model
in two aspects: (1) We have sometimes combined data and metadata
into one entity. (2) We have assumed that the agent whom an input
"le is attributed to is also associated with the execution of the
activity which is using that input "le.
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Figure 2: Provenance concept for a subset of the analysis part.
The gray and green nodes extend the work"ow by prove-
nance information. The red arrows indicate the generation
or extraction of ProvCards from the source’s metadata, while
the blue arrows indicate the generation of ProvDecks and
ProvGraphs from ProvCards. Both functionalities are part
of the provQCD toolbox, see Section 5.

4.3 ProvCards, ProvDecks, and ProvGraphs
To respect the FAIR principles F1–F3 [12] we represent every en-
tity, activity, and agent as a triple consisting of (1) a unique and
persistent identi"er, (2) the metadata, and (3) the actual content
(e.g., a dataset or a code). To be able to answer provenance ques-
tions quickly and independently, we wish to isolate and store the
provenance-related subset of the metadata in such a way that a
work$ow provenance graph (ProvGraph) can be generated auto-
matically in a PROV-DM format [9].

For a given entity, activity, or agent, we call the provenance-
related metadata a ProvCard and store this ProvCard in a "le or
database. Ideally, the ProvCard is generated as the work$ow is
executed, but if this was not the case in past work$ow executions
it will be necessary to extract the ProvCard from existing metadata
or log "les.

In the following we refer to the entity, activity, or agent from
which the ProvCard was generated or extracted as the source. Every
ProvCard contains the unique persistent identi"er of the source, a
unique and persistent identi"er of the ProvCard (which could be
derived from the identi"er of the source), the type (of the source),
and a comment. The remaining entries of a ProvCard depend on
the type of the source and include, e.g., the associated/attributed
agent or input "les (code and data "les).

The ProvCards are registered in a searchable database (FAIR
principle F4). In most situations it will be convenient to organize
the ProvCards in some way, for which we introduce the concept of
a ProvDeck as a collection of ProvCards. Depending on the use case,
it may or may not be sensible to de"ne a hierarchy of ProvDecks.

In Figure 2 we illustrate our provenance concept for a subset of
the analysis part. As an example for a typical use case, the entity

Figure 1:Provenance concept for a subset of the analysis part.

The provQCD toolbox
• metadata_extractor: extraction of ProvCards from logs and

metadata files
• registrar & graph_generator: generation of ProvDecks from

ProvCards and ProvGraphs from ProvDecks
• visualizer: visual representation of the ProvGraph
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“extracted correlators” from Figure 1 is split into 𝐿 = 291 entities
corresponding to the correlators from the 291 di!erent con"gura-
tions we analyze. The corresponding 291 ProvCards are collected
in a ProvDeck. To generate the ProvGraph for Figure 2 we only
need the two ProvCards for the ensemble-averaging engine and
the ensemble average.

Figure 2 assumes a toolbox provQCD whose implementation is
outlined in Section 5. This toolbox will have two main functionali-
ties: it extracts the ProvCard from the corresponding source (if the
ProvCard was not generated by the work#ow), and it generates the
ProvGraphs from the ProvCards. Of course, both the provenance
concept and the toolbox can be applied to all parts of the work#ow.

For the ProvGraph any PROV-DM format can be used. For de"-
niteness and better readibility we will use PROV-JSON [4] for the
ProvGraph and JSON for the ProvCards. A ProvCard then corre-
sponds to a single JSON object. In Listings 1 and 2 we show the two
ProvCards that are needed to generate the ProvGraph for Figure 2.
The resulting ProvGraph is shown in Listing 3 and Figure 3.

Listing 1: ProvCard for an Ensemble Average Entity
{

!id!: !prov::data :// ENSEMBLE$_ID/PROJ/nuc_mass.npy!,
!source_id!: !data :// ENSEMBLE_ID/PROJ/nuc_mass.npy!,
!comment!: !nucleon mass on ...!,
!type!: !provQCD:entity:data!,
!input!: [

{
!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extract.

py@GIT_HASH /1743601429! ,
!source_type!: !provQCD:activity!,
!edge_type!: !wasGeneratedBy!

}
]

}

Listing 2: ProvCard for an Ensemble Averaging Activity
{

!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!source_id!: !activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!comment!: !nucleon mass on ...!,
!type!: !provQCD:activity!,
!attributedTo!: !Franks_ORCiD!,
!code_id!: !prov::code :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH!,
!input!: [

{
!id!: !prov::data :// ENSEMBLE_ID/PROJ/nm_params.dat!,
!source_type!: !provQCD:entity:input!,
!edge_type!: !used!

},
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .1.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

},
...
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .291.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

}
]

}

The availability of ProvCards and ProvGraphs allows us to an-
swer a large number of typical provenance questions, such as Q1
to Q3. Note that the ProvCards contain the full provenance infor-
mation that was generated or extracted, while the ProvGraphs can
provide a very useful visualization.

2https://provviz.com/

Figure 3: ProvGraph for an Ensemble Average (automatically
rendered from Listing 3 using ProvViz2).

5 IMPLEMENTATION OUTLINE
In the preceding section we have introduced ProvCards that contain
provenance-relevant metadata. If the ProvCards were not generated
automatically during work#ow execution, the required information
needs to be extracted from metadata or log "les. Furthermore, we
want to generate ProvGraphs from ProvCards. For these purposes
we are developing the toolbox provQCD, which consists of several
modules whose functionalities are outlined below.
• If ProvCards were not generated during work#ow execution,

the metadata_extractor module extracts the provenance-re-
lated metadata from metadata or log "les.

• As the entire Lattice QCD work#ow is fragmented and carried
out successively by various agents who are not necessarily
familiar with the W3C PROV standard, the translator module
translates the output of the metadata_extractor module into
W3C PROV-compliant terminology and generates a proper
ProvCard.

• If desired, the merger module collects ProvCards in a ProvDeck.
• The registrar module registers ProvCards in a searchable

database.
• The graph_generator module generates a ProvGraph from

ProvCards or ProvDecks, in a PROV-DM format such as PROV-
JSON or PROV-XML.

• The visualizer module creates a visual representation of the
ProvGraph.

The provQCD toolbox will incorporate functionalities of the ex-
isting W3C PROV-compliant Python package prov.3 Also, it will
adhere to ILDG standards and FAIR principles.

6 CONCLUSION AND FUTURE WORK
We have extended the W3C PROV model introduced in [2] to the
third part of the Lattice QCD work#ow, analysis. This part is less
universal than the other two parts but does include generic ele-
ments. Therefore we hope that other research groups can adapt our
provenance model in a straightforward manner.

We have introduced the concept of ProvCards to capture the
provenance-related aspects of the metadata of activities, entities,
and agents. The advantage of ProvCards is that they allow us to
answer provenance questions without having to search through
large amounts of (meta-) data. From the ProvCards we can generate
a ProvGraph for the work#ow, or parts thereof, which can provide
a useful visual aid. We are developing the provQCD toolbox, whose
main purposes are the extraction of ProvCards from metadata and
log "les as well as the generation of ProvGraphs from ProvCards.

Future work includes the speci"cation of the metadata standard
for the ProvCards and the corresponding ontology for the Lattice
QCD community as well as the completion of the provQCD toolbox.
3https://pypi.org/project/prov

Figure 2:ProvCard for an Ensemble Averaging Activity.

•ProvDeck: collection of ProvCard parts for organizational and sharing
purpose

•ProvGraph: generated provenance graph that visualizes the relationships
between entities, agents, and activities according to the W3C PROV-DMPW’ 25, June 22–27, 2025, Berlin, Germany Auge et al.

“extracted correlators” from Figure 1 is split into 𝐿 = 291 entities
corresponding to the correlators from the 291 di!erent con"gura-
tions we analyze. The corresponding 291 ProvCards are collected
in a ProvDeck. To generate the ProvGraph for Figure 2 we only
need the two ProvCards for the ensemble-averaging engine and
the ensemble average.

Figure 2 assumes a toolbox provQCD whose implementation is
outlined in Section 5. This toolbox will have two main functionali-
ties: it extracts the ProvCard from the corresponding source (if the
ProvCard was not generated by the work#ow), and it generates the
ProvGraphs from the ProvCards. Of course, both the provenance
concept and the toolbox can be applied to all parts of the work#ow.

For the ProvGraph any PROV-DM format can be used. For de"-
niteness and better readibility we will use PROV-JSON [4] for the
ProvGraph and JSON for the ProvCards. A ProvCard then corre-
sponds to a single JSON object. In Listings 1 and 2 we show the two
ProvCards that are needed to generate the ProvGraph for Figure 2.
The resulting ProvGraph is shown in Listing 3 and Figure 3.

Listing 1: ProvCard for an Ensemble Average Entity
{

!id!: !prov::data :// ENSEMBLE$_ID/PROJ/nuc_mass.npy!,
!source_id!: !data :// ENSEMBLE_ID/PROJ/nuc_mass.npy!,
!comment!: !nucleon mass on ...!,
!type!: !provQCD:entity:data!,
!input!: [

{
!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extract.

py@GIT_HASH /1743601429! ,
!source_type!: !provQCD:activity!,
!edge_type!: !wasGeneratedBy!
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]
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!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
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!source_id!: !activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!comment!: !nucleon mass on ...!,
!type!: !provQCD:activity!,
!attributedTo!: !Franks_ORCiD!,
!code_id!: !prov::code :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH!,
!input!: [

{
!id!: !prov::data :// ENSEMBLE_ID/PROJ/nm_params.dat!,
!source_type!: !provQCD:entity:input!,
!edge_type!: !used!

},
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .1.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

},
...
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .291.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

}
]

}

The availability of ProvCards and ProvGraphs allows us to an-
swer a large number of typical provenance questions, such as Q1
to Q3. Note that the ProvCards contain the full provenance infor-
mation that was generated or extracted, while the ProvGraphs can
provide a very useful visualization.
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rendered from Listing 3 using ProvViz2).

5 IMPLEMENTATION OUTLINE
In the preceding section we have introduced ProvCards that contain
provenance-relevant metadata. If the ProvCards were not generated
automatically during work#ow execution, the required information
needs to be extracted from metadata or log "les. Furthermore, we
want to generate ProvGraphs from ProvCards. For these purposes
we are developing the toolbox provQCD, which consists of several
modules whose functionalities are outlined below.
• If ProvCards were not generated during work#ow execution,

the metadata_extractor module extracts the provenance-re-
lated metadata from metadata or log "les.

• As the entire Lattice QCD work#ow is fragmented and carried
out successively by various agents who are not necessarily
familiar with the W3C PROV standard, the translator module
translates the output of the metadata_extractor module into
W3C PROV-compliant terminology and generates a proper
ProvCard.

• If desired, the merger module collects ProvCards in a ProvDeck.
• The registrar module registers ProvCards in a searchable

database.
• The graph_generator module generates a ProvGraph from

ProvCards or ProvDecks, in a PROV-DM format such as PROV-
JSON or PROV-XML.

• The visualizer module creates a visual representation of the
ProvGraph.

The provQCD toolbox will incorporate functionalities of the ex-
isting W3C PROV-compliant Python package prov.3 Also, it will
adhere to ILDG standards and FAIR principles.

6 CONCLUSION AND FUTURE WORK
We have extended the W3C PROV model introduced in [2] to the
third part of the Lattice QCD work#ow, analysis. This part is less
universal than the other two parts but does include generic ele-
ments. Therefore we hope that other research groups can adapt our
provenance model in a straightforward manner.

We have introduced the concept of ProvCards to capture the
provenance-related aspects of the metadata of activities, entities,
and agents. The advantage of ProvCards is that they allow us to
answer provenance questions without having to search through
large amounts of (meta-) data. From the ProvCards we can generate
a ProvGraph for the work#ow, or parts thereof, which can provide
a useful visual aid. We are developing the provQCD toolbox, whose
main purposes are the extraction of ProvCards from metadata and
log "les as well as the generation of ProvGraphs from ProvCards.

Future work includes the speci"cation of the metadata standard
for the ProvCards and the corresponding ontology for the Lattice
QCD community as well as the completion of the provQCD toolbox.
3https://pypi.org/project/prov

Figure 3:ProvGraph for an Ensemble Average.

→ structured, interoperable representation of provenance-related metadata
to support traceability, reproducibility, and transparency in a Lattice QCD
workflow

Next steps
• specification of the metadata standard for the ProvCards and the

corresponding ontology for the Lattice QCD community
• further development of the provQCD toolbox
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Objective & Contributions
•Challenges: missing provenance support for Lattice QCD workflows to

answer questions such as
•Q1 : Which datasets are a!ected by an error or bug?
•Q2 : How are datasets a!ected by modifying a parameter?
•Q3 : Who was involved in generating the data?

•Contribution:
• ProvCards and ProvDecks to isolate, organize and share provenance-related metadata
• ProvGraphs to visualize the workflow provenance and answer provenance questions

•Aim: enable reproducible, traceable, and high-quality data analysis in
computational particle physics

Provenance for Lattice QCD
•Lattice QCD workflows are complex, multi-step, and distributed
• a typical Lattice QCD workflow factorizes into three parts:
• generation: generation of ensembles of gauge-field configurations
•measurement: configuration of correlation functions
• analysis: derivation of observances

•Lattice QCD gauge-field configuration file format QCDml consisting of
an ensemble metadata and a configuration metadata standard [2, 3]
→ provenance-related metadata for generation phase

•PROV-template for generation and measurement phase introduced in [1]
→ current standards and concepts only support the first two phases
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Figure 1: Simpli!ed version of a W3C PROV model for a Lat-
tice QCD work"ow consisting of generation, measurement,
and analysis parts. Yellow, blue, and orange nodes correspond
to entities, activities, and agents, respectively.

below) are su!ciently generic to serve as a blueprint for other
research groups.

In the W3C PROV standard, a PROV data model (PROV-DM, [9])
is represented by a provenance graph, i.e., there is a one-to-one
correspondence between model and graph. To not overload the
"gure, we have simpli"ed our extended provenance model. This
simpli"ed version is shown in Figure 1. It di#ers from the full model
in two aspects: (1) We have sometimes combined data and metadata
into one entity. (2) We have assumed that the agent whom an input
"le is attributed to is also associated with the execution of the
activity which is using that input "le.
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Figure 2: Provenance concept for a subset of the analysis part.
The gray and green nodes extend the work"ow by prove-
nance information. The red arrows indicate the generation
or extraction of ProvCards from the source’s metadata, while
the blue arrows indicate the generation of ProvDecks and
ProvGraphs from ProvCards. Both functionalities are part
of the provQCD toolbox, see Section 5.

4.3 ProvCards, ProvDecks, and ProvGraphs
To respect the FAIR principles F1–F3 [12] we represent every en-
tity, activity, and agent as a triple consisting of (1) a unique and
persistent identi"er, (2) the metadata, and (3) the actual content
(e.g., a dataset or a code). To be able to answer provenance ques-
tions quickly and independently, we wish to isolate and store the
provenance-related subset of the metadata in such a way that a
work$ow provenance graph (ProvGraph) can be generated auto-
matically in a PROV-DM format [9].

For a given entity, activity, or agent, we call the provenance-
related metadata a ProvCard and store this ProvCard in a "le or
database. Ideally, the ProvCard is generated as the work$ow is
executed, but if this was not the case in past work$ow executions
it will be necessary to extract the ProvCard from existing metadata
or log "les.

In the following we refer to the entity, activity, or agent from
which the ProvCard was generated or extracted as the source. Every
ProvCard contains the unique persistent identi"er of the source, a
unique and persistent identi"er of the ProvCard (which could be
derived from the identi"er of the source), the type (of the source),
and a comment. The remaining entries of a ProvCard depend on
the type of the source and include, e.g., the associated/attributed
agent or input "les (code and data "les).

The ProvCards are registered in a searchable database (FAIR
principle F4). In most situations it will be convenient to organize
the ProvCards in some way, for which we introduce the concept of
a ProvDeck as a collection of ProvCards. Depending on the use case,
it may or may not be sensible to de"ne a hierarchy of ProvDecks.

In Figure 2 we illustrate our provenance concept for a subset of
the analysis part. As an example for a typical use case, the entity

Figure 1:Provenance concept for a subset of the analysis part.

The provQCD toolbox
• metadata_extractor: extraction of ProvCards from logs and

metadata files
• registrar & graph_generator: generation of ProvDecks from

ProvCards and ProvGraphs from ProvDecks
• visualizer: visual representation of the ProvGraph

Acknowledgement

This work was supported in part by the Deutsche Forschungsgesellschaft (DFG) under grant

PUNCH4NFDI, project number 460248186.

ProvCards, ProvDecks, and ProvGraphs
•ProvCard : (internal) machine-readable JSON file that contains

provenance-related metadata for a specific source (entity, agent, activity)
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“extracted correlators” from Figure 1 is split into 𝐿 = 291 entities
corresponding to the correlators from the 291 di!erent con"gura-
tions we analyze. The corresponding 291 ProvCards are collected
in a ProvDeck. To generate the ProvGraph for Figure 2 we only
need the two ProvCards for the ensemble-averaging engine and
the ensemble average.

Figure 2 assumes a toolbox provQCD whose implementation is
outlined in Section 5. This toolbox will have two main functionali-
ties: it extracts the ProvCard from the corresponding source (if the
ProvCard was not generated by the work#ow), and it generates the
ProvGraphs from the ProvCards. Of course, both the provenance
concept and the toolbox can be applied to all parts of the work#ow.

For the ProvGraph any PROV-DM format can be used. For de"-
niteness and better readibility we will use PROV-JSON [4] for the
ProvGraph and JSON for the ProvCards. A ProvCard then corre-
sponds to a single JSON object. In Listings 1 and 2 we show the two
ProvCards that are needed to generate the ProvGraph for Figure 2.
The resulting ProvGraph is shown in Listing 3 and Figure 3.

Listing 1: ProvCard for an Ensemble Average Entity
{

!id!: !prov::data :// ENSEMBLE$_ID/PROJ/nuc_mass.npy!,
!source_id!: !data :// ENSEMBLE_ID/PROJ/nuc_mass.npy!,
!comment!: !nucleon mass on ...!,
!type!: !provQCD:entity:data!,
!input!: [

{
!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extract.

py@GIT_HASH /1743601429! ,
!source_type!: !provQCD:activity!,
!edge_type!: !wasGeneratedBy!

}
]

}

Listing 2: ProvCard for an Ensemble Averaging Activity
{

!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!source_id!: !activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!comment!: !nucleon mass on ...!,
!type!: !provQCD:activity!,
!attributedTo!: !Franks_ORCiD!,
!code_id!: !prov::code :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH!,
!input!: [

{
!id!: !prov::data :// ENSEMBLE_ID/PROJ/nm_params.dat!,
!source_type!: !provQCD:entity:input!,
!edge_type!: !used!

},
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .1.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

},
...
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .291.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

}
]

}

The availability of ProvCards and ProvGraphs allows us to an-
swer a large number of typical provenance questions, such as Q1
to Q3. Note that the ProvCards contain the full provenance infor-
mation that was generated or extracted, while the ProvGraphs can
provide a very useful visualization.

2https://provviz.com/

Figure 3: ProvGraph for an Ensemble Average (automatically
rendered from Listing 3 using ProvViz2).

5 IMPLEMENTATION OUTLINE
In the preceding section we have introduced ProvCards that contain
provenance-relevant metadata. If the ProvCards were not generated
automatically during work#ow execution, the required information
needs to be extracted from metadata or log "les. Furthermore, we
want to generate ProvGraphs from ProvCards. For these purposes
we are developing the toolbox provQCD, which consists of several
modules whose functionalities are outlined below.
• If ProvCards were not generated during work#ow execution,

the metadata_extractor module extracts the provenance-re-
lated metadata from metadata or log "les.

• As the entire Lattice QCD work#ow is fragmented and carried
out successively by various agents who are not necessarily
familiar with the W3C PROV standard, the translator module
translates the output of the metadata_extractor module into
W3C PROV-compliant terminology and generates a proper
ProvCard.

• If desired, the merger module collects ProvCards in a ProvDeck.
• The registrar module registers ProvCards in a searchable

database.
• The graph_generator module generates a ProvGraph from

ProvCards or ProvDecks, in a PROV-DM format such as PROV-
JSON or PROV-XML.

• The visualizer module creates a visual representation of the
ProvGraph.

The provQCD toolbox will incorporate functionalities of the ex-
isting W3C PROV-compliant Python package prov.3 Also, it will
adhere to ILDG standards and FAIR principles.

6 CONCLUSION AND FUTURE WORK
We have extended the W3C PROV model introduced in [2] to the
third part of the Lattice QCD work#ow, analysis. This part is less
universal than the other two parts but does include generic ele-
ments. Therefore we hope that other research groups can adapt our
provenance model in a straightforward manner.

We have introduced the concept of ProvCards to capture the
provenance-related aspects of the metadata of activities, entities,
and agents. The advantage of ProvCards is that they allow us to
answer provenance questions without having to search through
large amounts of (meta-) data. From the ProvCards we can generate
a ProvGraph for the work#ow, or parts thereof, which can provide
a useful visual aid. We are developing the provQCD toolbox, whose
main purposes are the extraction of ProvCards from metadata and
log "les as well as the generation of ProvGraphs from ProvCards.

Future work includes the speci"cation of the metadata standard
for the ProvCards and the corresponding ontology for the Lattice
QCD community as well as the completion of the provQCD toolbox.
3https://pypi.org/project/prov

Figure 2:ProvCard for an Ensemble Averaging Activity.

•ProvDeck: collection of ProvCard parts for organizational and sharing
purpose

•ProvGraph: generated provenance graph that visualizes the relationships
between entities, agents, and activities according to the W3C PROV-DMPW’ 25, June 22–27, 2025, Berlin, Germany Auge et al.

“extracted correlators” from Figure 1 is split into 𝐿 = 291 entities
corresponding to the correlators from the 291 di!erent con"gura-
tions we analyze. The corresponding 291 ProvCards are collected
in a ProvDeck. To generate the ProvGraph for Figure 2 we only
need the two ProvCards for the ensemble-averaging engine and
the ensemble average.

Figure 2 assumes a toolbox provQCD whose implementation is
outlined in Section 5. This toolbox will have two main functionali-
ties: it extracts the ProvCard from the corresponding source (if the
ProvCard was not generated by the work#ow), and it generates the
ProvGraphs from the ProvCards. Of course, both the provenance
concept and the toolbox can be applied to all parts of the work#ow.

For the ProvGraph any PROV-DM format can be used. For de"-
niteness and better readibility we will use PROV-JSON [4] for the
ProvGraph and JSON for the ProvCards. A ProvCard then corre-
sponds to a single JSON object. In Listings 1 and 2 we show the two
ProvCards that are needed to generate the ProvGraph for Figure 2.
The resulting ProvGraph is shown in Listing 3 and Figure 3.

Listing 1: ProvCard for an Ensemble Average Entity
{

!id!: !prov::data :// ENSEMBLE$_ID/PROJ/nuc_mass.npy!,
!source_id!: !data :// ENSEMBLE_ID/PROJ/nuc_mass.npy!,
!comment!: !nucleon mass on ...!,
!type!: !provQCD:entity:data!,
!input!: [

{
!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extract.

py@GIT_HASH /1743601429! ,
!source_type!: !provQCD:activity!,
!edge_type!: !wasGeneratedBy!

}
]

}

Listing 2: ProvCard for an Ensemble Averaging Activity
{

!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!source_id!: !activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!comment!: !nucleon mass on ...!,
!type!: !provQCD:activity!,
!attributedTo!: !Franks_ORCiD!,
!code_id!: !prov::code :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH!,
!input!: [

{
!id!: !prov::data :// ENSEMBLE_ID/PROJ/nm_params.dat!,
!source_type!: !provQCD:entity:input!,
!edge_type!: !used!

},
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .1.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

},
...
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .291.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

}
]

}

The availability of ProvCards and ProvGraphs allows us to an-
swer a large number of typical provenance questions, such as Q1
to Q3. Note that the ProvCards contain the full provenance infor-
mation that was generated or extracted, while the ProvGraphs can
provide a very useful visualization.

2https://provviz.com/

Figure 3: ProvGraph for an Ensemble Average (automatically
rendered from Listing 3 using ProvViz2).

5 IMPLEMENTATION OUTLINE
In the preceding section we have introduced ProvCards that contain
provenance-relevant metadata. If the ProvCards were not generated
automatically during work#ow execution, the required information
needs to be extracted from metadata or log "les. Furthermore, we
want to generate ProvGraphs from ProvCards. For these purposes
we are developing the toolbox provQCD, which consists of several
modules whose functionalities are outlined below.
• If ProvCards were not generated during work#ow execution,

the metadata_extractor module extracts the provenance-re-
lated metadata from metadata or log "les.

• As the entire Lattice QCD work#ow is fragmented and carried
out successively by various agents who are not necessarily
familiar with the W3C PROV standard, the translator module
translates the output of the metadata_extractor module into
W3C PROV-compliant terminology and generates a proper
ProvCard.

• If desired, the merger module collects ProvCards in a ProvDeck.
• The registrar module registers ProvCards in a searchable

database.
• The graph_generator module generates a ProvGraph from

ProvCards or ProvDecks, in a PROV-DM format such as PROV-
JSON or PROV-XML.

• The visualizer module creates a visual representation of the
ProvGraph.

The provQCD toolbox will incorporate functionalities of the ex-
isting W3C PROV-compliant Python package prov.3 Also, it will
adhere to ILDG standards and FAIR principles.

6 CONCLUSION AND FUTURE WORK
We have extended the W3C PROV model introduced in [2] to the
third part of the Lattice QCD work#ow, analysis. This part is less
universal than the other two parts but does include generic ele-
ments. Therefore we hope that other research groups can adapt our
provenance model in a straightforward manner.

We have introduced the concept of ProvCards to capture the
provenance-related aspects of the metadata of activities, entities,
and agents. The advantage of ProvCards is that they allow us to
answer provenance questions without having to search through
large amounts of (meta-) data. From the ProvCards we can generate
a ProvGraph for the work#ow, or parts thereof, which can provide
a useful visual aid. We are developing the provQCD toolbox, whose
main purposes are the extraction of ProvCards from metadata and
log "les as well as the generation of ProvGraphs from ProvCards.

Future work includes the speci"cation of the metadata standard
for the ProvCards and the corresponding ontology for the Lattice
QCD community as well as the completion of the provQCD toolbox.
3https://pypi.org/project/prov

Figure 3:ProvGraph for an Ensemble Average.

→ structured, interoperable representation of provenance-related metadata
to support traceability, reproducibility, and transparency in a Lattice QCD
workflow

Next steps
• specification of the metadata standard for the ProvCards and the

corresponding ontology for the Lattice QCD community
• further development of the provQCD toolbox
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Objective & Contributions
•Challenges: missing provenance support for Lattice QCD workflows to

answer questions such as
•Q1 : Which datasets are a!ected by an error or bug?
•Q2 : How are datasets a!ected by modifying a parameter?
•Q3 : Who was involved in generating the data?

•Contribution:
• ProvCards and ProvDecks to isolate, organize and share provenance-related metadata
• ProvGraphs to visualize the workflow provenance and answer provenance questions

•Aim: enable reproducible, traceable, and high-quality data analysis in
computational particle physics

Provenance for Lattice QCD
•Lattice QCD workflows are complex, multi-step, and distributed
• a typical Lattice QCD workflow factorizes into three parts:
• generation: generation of ensembles of gauge-field configurations
•measurement: configuration of correlation functions
• analysis: derivation of observances

•Lattice QCD gauge-field configuration file format QCDml consisting of
an ensemble metadata and a configuration metadata standard [2, 3]
→ provenance-related metadata for generation phase

•PROV-template for generation and measurement phase introduced in [1]
→ current standards and concepts only support the first two phases
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Figure 1: Simpli!ed version of a W3C PROV model for a Lat-
tice QCD work"ow consisting of generation, measurement,
and analysis parts. Yellow, blue, and orange nodes correspond
to entities, activities, and agents, respectively.

below) are su!ciently generic to serve as a blueprint for other
research groups.

In the W3C PROV standard, a PROV data model (PROV-DM, [9])
is represented by a provenance graph, i.e., there is a one-to-one
correspondence between model and graph. To not overload the
"gure, we have simpli"ed our extended provenance model. This
simpli"ed version is shown in Figure 1. It di#ers from the full model
in two aspects: (1) We have sometimes combined data and metadata
into one entity. (2) We have assumed that the agent whom an input
"le is attributed to is also associated with the execution of the
activity which is using that input "le.
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Figure 2: Provenance concept for a subset of the analysis part.
The gray and green nodes extend the work"ow by prove-
nance information. The red arrows indicate the generation
or extraction of ProvCards from the source’s metadata, while
the blue arrows indicate the generation of ProvDecks and
ProvGraphs from ProvCards. Both functionalities are part
of the provQCD toolbox, see Section 5.

4.3 ProvCards, ProvDecks, and ProvGraphs
To respect the FAIR principles F1–F3 [12] we represent every en-
tity, activity, and agent as a triple consisting of (1) a unique and
persistent identi"er, (2) the metadata, and (3) the actual content
(e.g., a dataset or a code). To be able to answer provenance ques-
tions quickly and independently, we wish to isolate and store the
provenance-related subset of the metadata in such a way that a
work$ow provenance graph (ProvGraph) can be generated auto-
matically in a PROV-DM format [9].

For a given entity, activity, or agent, we call the provenance-
related metadata a ProvCard and store this ProvCard in a "le or
database. Ideally, the ProvCard is generated as the work$ow is
executed, but if this was not the case in past work$ow executions
it will be necessary to extract the ProvCard from existing metadata
or log "les.

In the following we refer to the entity, activity, or agent from
which the ProvCard was generated or extracted as the source. Every
ProvCard contains the unique persistent identi"er of the source, a
unique and persistent identi"er of the ProvCard (which could be
derived from the identi"er of the source), the type (of the source),
and a comment. The remaining entries of a ProvCard depend on
the type of the source and include, e.g., the associated/attributed
agent or input "les (code and data "les).

The ProvCards are registered in a searchable database (FAIR
principle F4). In most situations it will be convenient to organize
the ProvCards in some way, for which we introduce the concept of
a ProvDeck as a collection of ProvCards. Depending on the use case,
it may or may not be sensible to de"ne a hierarchy of ProvDecks.

In Figure 2 we illustrate our provenance concept for a subset of
the analysis part. As an example for a typical use case, the entity

Figure 1:Provenance concept for a subset of the analysis part.

The provQCD toolbox
• metadata_extractor: extraction of ProvCards from logs and

metadata files
• registrar & graph_generator: generation of ProvDecks from

ProvCards and ProvGraphs from ProvDecks
• visualizer: visual representation of the ProvGraph
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ProvCards, ProvDecks, and ProvGraphs
•ProvCard : (internal) machine-readable JSON file that contains

provenance-related metadata for a specific source (entity, agent, activity)
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“extracted correlators” from Figure 1 is split into 𝐿 = 291 entities
corresponding to the correlators from the 291 di!erent con"gura-
tions we analyze. The corresponding 291 ProvCards are collected
in a ProvDeck. To generate the ProvGraph for Figure 2 we only
need the two ProvCards for the ensemble-averaging engine and
the ensemble average.

Figure 2 assumes a toolbox provQCD whose implementation is
outlined in Section 5. This toolbox will have two main functionali-
ties: it extracts the ProvCard from the corresponding source (if the
ProvCard was not generated by the work#ow), and it generates the
ProvGraphs from the ProvCards. Of course, both the provenance
concept and the toolbox can be applied to all parts of the work#ow.

For the ProvGraph any PROV-DM format can be used. For de"-
niteness and better readibility we will use PROV-JSON [4] for the
ProvGraph and JSON for the ProvCards. A ProvCard then corre-
sponds to a single JSON object. In Listings 1 and 2 we show the two
ProvCards that are needed to generate the ProvGraph for Figure 2.
The resulting ProvGraph is shown in Listing 3 and Figure 3.

Listing 1: ProvCard for an Ensemble Average Entity
{

!id!: !prov::data :// ENSEMBLE$_ID/PROJ/nuc_mass.npy!,
!source_id!: !data :// ENSEMBLE_ID/PROJ/nuc_mass.npy!,
!comment!: !nucleon mass on ...!,
!type!: !provQCD:entity:data!,
!input!: [

{
!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extract.

py@GIT_HASH /1743601429! ,
!source_type!: !provQCD:activity!,
!edge_type!: !wasGeneratedBy!

}
]

}

Listing 2: ProvCard for an Ensemble Averaging Activity
{

!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!source_id!: !activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!comment!: !nucleon mass on ...!,
!type!: !provQCD:activity!,
!attributedTo!: !Franks_ORCiD!,
!code_id!: !prov::code :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH!,
!input!: [

{
!id!: !prov::data :// ENSEMBLE_ID/PROJ/nm_params.dat!,
!source_type!: !provQCD:entity:input!,
!edge_type!: !used!

},
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .1.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

},
...
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .291. h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

}
]

}

The availability of ProvCards and ProvGraphs allows us to an-
swer a large number of typical provenance questions, such as Q1
to Q3. Note that the ProvCards contain the full provenance infor-
mation that was generated or extracted, while the ProvGraphs can
provide a very useful visualization.

2https://provviz.com/

Figure 3: ProvGraph for an Ensemble Average (automatically
rendered from Listing 3 using ProvViz2).

5 IMPLEMENTATION OUTLINE
In the preceding section we have introduced ProvCards that contain
provenance-relevant metadata. If the ProvCards were not generated
automatically during work#ow execution, the required information
needs to be extracted from metadata or log "les. Furthermore, we
want to generate ProvGraphs from ProvCards. For these purposes
we are developing the toolbox provQCD, which consists of several
modules whose functionalities are outlined below.
• If ProvCards were not generated during work#ow execution,

the metadata_extractor module extracts the provenance-re-
lated metadata from metadata or log "les.

• As the entire Lattice QCD work#ow is fragmented and carried
out successively by various agents who are not necessarily
familiar with the W3C PROV standard, the translator module
translates the output of the metadata_extractor module into
W3C PROV-compliant terminology and generates a proper
ProvCard.

• If desired, the merger module collects ProvCards in a ProvDeck.
• The registrar module registers ProvCards in a searchable

database.
• The graph_generator module generates a ProvGraph from

ProvCards or ProvDecks, in a PROV-DM format such as PROV-
JSON or PROV-XML.

• The visualizer module creates a visual representation of the
ProvGraph.

The provQCD toolbox will incorporate functionalities of the ex-
isting W3C PROV-compliant Python package prov.3 Also, it will
adhere to ILDG standards and FAIR principles.

6 CONCLUSION AND FUTURE WORK
We have extended the W3C PROV model introduced in [2] to the
third part of the Lattice QCD work#ow, analysis. This part is less
universal than the other two parts but does include generic ele-
ments. Therefore we hope that other research groups can adapt our
provenance model in a straightforward manner.

We have introduced the concept of ProvCards to capture the
provenance-related aspects of the metadata of activities, entities,
and agents. The advantage of ProvCards is that they allow us to
answer provenance questions without having to search through
large amounts of (meta-) data. From the ProvCards we can generate
a ProvGraph for the work#ow, or parts thereof, which can provide
a useful visual aid. We are developing the provQCD toolbox, whose
main purposes are the extraction of ProvCards from metadata and
log "les as well as the generation of ProvGraphs from ProvCards.

Future work includes the speci"cation of the metadata standard
for the ProvCards and the corresponding ontology for the Lattice
QCD community as well as the completion of the provQCD toolbox.
3https://pypi.org/project/prov

Figure 2:ProvCard for an Ensemble Averaging Activity.

•ProvDeck: collection of ProvCard parts for organizational and sharing
purpose

•ProvGraph: generated provenance graph that visualizes the relationships
between entities, agents, and activities according to the W3C PROV-DMPW’ 25, June 22–27, 2025, Berlin, Germany Auge et al.

“extracted correlators” from Figure 1 is split into 𝐿 = 291 entities
corresponding to the correlators from the 291 di!erent con"gura-
tions we analyze. The corresponding 291 ProvCards are collected
in a ProvDeck. To generate the ProvGraph for Figure 2 we only
need the two ProvCards for the ensemble-averaging engine and
the ensemble average.

Figure 2 assumes a toolbox provQCD whose implementation is
outlined in Section 5. This toolbox will have two main functionali-
ties: it extracts the ProvCard from the corresponding source (if the
ProvCard was not generated by the work#ow), and it generates the
ProvGraphs from the ProvCards. Of course, both the provenance
concept and the toolbox can be applied to all parts of the work#ow.

For the ProvGraph any PROV-DM format can be used. For de"-
niteness and better readibility we will use PROV-JSON [4] for the
ProvGraph and JSON for the ProvCards. A ProvCard then corre-
sponds to a single JSON object. In Listings 1 and 2 we show the two
ProvCards that are needed to generate the ProvGraph for Figure 2.
The resulting ProvGraph is shown in Listing 3 and Figure 3.

Listing 1: ProvCard for an Ensemble Average Entity
{

!id!: !prov::data :// ENSEMBLE$_ID/PROJ/nuc_mass.npy!,
!source_id!: !data :// ENSEMBLE_ID/PROJ/nuc_mass.npy!,
!comment!: !nucleon mass on ...!,
!type!: !provQCD:entity:data!,
!input!: [

{
!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extract.

py@GIT_HASH /1743601429! ,
!source_type!: !provQCD:activity!,
!edge_type!: !wasGeneratedBy!

}
]

}

Listing 2: ProvCard for an Ensemble Averaging Activity
{

!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!source_id!: !activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!comment!: !nucleon mass on ...!,
!type!: !provQCD:activity!,
!attributedTo!: !Franks_ORCiD!,
!code_id!: !prov::code :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH!,
!input!: [

{
!id!: !prov::data :// ENSEMBLE_ID/PROJ/nm_params.dat!,
!source_type!: !provQCD:entity:input!,
!edge_type!: !used!

},
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .1.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

},
...
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .291.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

}
]

}

The availability of ProvCards and ProvGraphs allows us to an-
swer a large number of typical provenance questions, such as Q1
to Q3. Note that the ProvCards contain the full provenance infor-
mation that was generated or extracted, while the ProvGraphs can
provide a very useful visualization.

2https://provviz.com/

Figure 3: ProvGraph for an Ensemble Average (automatically
rendered from Listing 3 using ProvViz2).

5 IMPLEMENTATION OUTLINE
In the preceding section we have introduced ProvCards that contain
provenance-relevant metadata. If the ProvCards were not generated
automatically during work#ow execution, the required information
needs to be extracted from metadata or log "les. Furthermore, we
want to generate ProvGraphs from ProvCards. For these purposes
we are developing the toolbox provQCD, which consists of several
modules whose functionalities are outlined below.
• If ProvCards were not generated during work#ow execution,

the metadata_extractor module extracts the provenance-re-
lated metadata from metadata or log "les.

• As the entire Lattice QCD work#ow is fragmented and carried
out successively by various agents who are not necessarily
familiar with the W3C PROV standard, the translator module
translates the output of the metadata_extractor module into
W3C PROV-compliant terminology and generates a proper
ProvCard.

• If desired, the merger module collects ProvCards in a ProvDeck.
• The registrar module registers ProvCards in a searchable

database.
• The graph_generator module generates a ProvGraph from

ProvCards or ProvDecks, in a PROV-DM format such as PROV-
JSON or PROV-XML.

• The visualizer module creates a visual representation of the
ProvGraph.

The provQCD toolbox will incorporate functionalities of the ex-
isting W3C PROV-compliant Python package prov.3 Also, it will
adhere to ILDG standards and FAIR principles.

6 CONCLUSION AND FUTURE WORK
We have extended the W3C PROV model introduced in [2] to the
third part of the Lattice QCD work#ow, analysis. This part is less
universal than the other two parts but does include generic ele-
ments. Therefore we hope that other research groups can adapt our
provenance model in a straightforward manner.

We have introduced the concept of ProvCards to capture the
provenance-related aspects of the metadata of activities, entities,
and agents. The advantage of ProvCards is that they allow us to
answer provenance questions without having to search through
large amounts of (meta-) data. From the ProvCards we can generate
a ProvGraph for the work#ow, or parts thereof, which can provide
a useful visual aid. We are developing the provQCD toolbox, whose
main purposes are the extraction of ProvCards from metadata and
log "les as well as the generation of ProvGraphs from ProvCards.

Future work includes the speci"cation of the metadata standard
for the ProvCards and the corresponding ontology for the Lattice
QCD community as well as the completion of the provQCD toolbox.
3https://pypi.org/project/prov

Figure 3:ProvGraph for an Ensemble Average.

→ structured, interoperable representation of provenance-related metadata
to support traceability, reproducibility, and transparency in a Lattice QCD
workflow

Next steps
• specification of the metadata standard for the ProvCards and the

corresponding ontology for the Lattice QCD community
• further development of the provQCD toolbox
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Objective & Contributions
•Challenges: missing provenance support for Lattice QCD workflows to

answer questions such as
•Q1 : Which datasets are a!ected by an error or bug?
•Q2 : How are datasets a!ected by modifying a parameter?
•Q3 : Who was involved in generating the data?

•Contribution:
• ProvCards and ProvDecks to isolate, organize and share provenance-related metadata
• ProvGraphs to visualize the workflow provenance and answer provenance questions

•Aim: enable reproducible, traceable, and high-quality data analysis in
computational particle physics

Provenance for Lattice QCD
•Lattice QCD workflows are complex, multi-step, and distributed
• a typical Lattice QCD workflow factorizes into three parts:
• generation: generation of ensembles of gauge-field configurations
•measurement: configuration of correlation functions
• analysis: derivation of observances

•Lattice QCD gauge-field configuration file format QCDml consisting of
an ensemble metadata and a configuration metadata standard [2, 3]
→ provenance-related metadata for generation phase

•PROV-template for generation and measurement phase introduced in [1]
→ current standards and concepts only support the first two phases
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Figure 1: Simpli!ed version of a W3C PROV model for a Lat-
tice QCD work"ow consisting of generation, measurement,
and analysis parts. Yellow, blue, and orange nodes correspond
to entities, activities, and agents, respectively.

below) are su!ciently generic to serve as a blueprint for other
research groups.

In the W3C PROV standard, a PROV data model (PROV-DM, [9])
is represented by a provenance graph, i.e., there is a one-to-one
correspondence between model and graph. To not overload the
"gure, we have simpli"ed our extended provenance model. This
simpli"ed version is shown in Figure 1. It di#ers from the full model
in two aspects: (1) We have sometimes combined data and metadata
into one entity. (2) We have assumed that the agent whom an input
"le is attributed to is also associated with the execution of the
activity which is using that input "le.
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Figure 2: Provenance concept for a subset of the analysis part.
The gray and green nodes extend the work"ow by prove-
nance information. The red arrows indicate the generation
or extraction of ProvCards from the source’s metadata, while
the blue arrows indicate the generation of ProvDecks and
ProvGraphs from ProvCards. Both functionalities are part
of the provQCD toolbox, see Section 5.

4.3 ProvCards, ProvDecks, and ProvGraphs
To respect the FAIR principles F1–F3 [12] we represent every en-
tity, activity, and agent as a triple consisting of (1) a unique and
persistent identi"er, (2) the metadata, and (3) the actual content
(e.g., a dataset or a code). To be able to answer provenance ques-
tions quickly and independently, we wish to isolate and store the
provenance-related subset of the metadata in such a way that a
work$ow provenance graph (ProvGraph) can be generated auto-
matically in a PROV-DM format [9].

For a given entity, activity, or agent, we call the provenance-
related metadata a ProvCard and store this ProvCard in a "le or
database. Ideally, the ProvCard is generated as the work$ow is
executed, but if this was not the case in past work$ow executions
it will be necessary to extract the ProvCard from existing metadata
or log "les.

In the following we refer to the entity, activity, or agent from
which the ProvCard was generated or extracted as the source. Every
ProvCard contains the unique persistent identi"er of the source, a
unique and persistent identi"er of the ProvCard (which could be
derived from the identi"er of the source), the type (of the source),
and a comment. The remaining entries of a ProvCard depend on
the type of the source and include, e.g., the associated/attributed
agent or input "les (code and data "les).

The ProvCards are registered in a searchable database (FAIR
principle F4). In most situations it will be convenient to organize
the ProvCards in some way, for which we introduce the concept of
a ProvDeck as a collection of ProvCards. Depending on the use case,
it may or may not be sensible to de"ne a hierarchy of ProvDecks.

In Figure 2 we illustrate our provenance concept for a subset of
the analysis part. As an example for a typical use case, the entity

Figure 1:Provenance concept for a subset of the analysis part.

The provQCD toolbox
• metadata_extractor: extraction of ProvCards from logs and

metadata files
• registrar & graph_generator: generation of ProvDecks from

ProvCards and ProvGraphs from ProvDecks
• visualizer: visual representation of the ProvGraph
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“extracted correlators” from Figure 1 is split into 𝐿 = 291 entities
corresponding to the correlators from the 291 di!erent con"gura-
tions we analyze. The corresponding 291 ProvCards are collected
in a ProvDeck. To generate the ProvGraph for Figure 2 we only
need the two ProvCards for the ensemble-averaging engine and
the ensemble average.

Figure 2 assumes a toolbox provQCD whose implementation is
outlined in Section 5. This toolbox will have two main functionali-
ties: it extracts the ProvCard from the corresponding source (if the
ProvCard was not generated by the work#ow), and it generates the
ProvGraphs from the ProvCards. Of course, both the provenance
concept and the toolbox can be applied to all parts of the work#ow.

For the ProvGraph any PROV-DM format can be used. For de"-
niteness and better readibility we will use PROV-JSON [4] for the
ProvGraph and JSON for the ProvCards. A ProvCard then corre-
sponds to a single JSON object. In Listings 1 and 2 we show the two
ProvCards that are needed to generate the ProvGraph for Figure 2.
The resulting ProvGraph is shown in Listing 3 and Figure 3.

Listing 1: ProvCard for an Ensemble Average Entity
{

!id!: !prov::data :// ENSEMBLE$_ID/PROJ/nuc_mass.npy!,
!source_id!: !data :// ENSEMBLE_ID/PROJ/nuc_mass.npy!,
!comment!: !nucleon mass on ...!,
!type!: !provQCD:entity:data!,
!input!: [

{
!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extract.

py@GIT_HASH /1743601429! ,
!source_type!: !provQCD:activity!,
!edge_type!: !wasGeneratedBy!

}
]

}

Listing 2: ProvCard for an Ensemble Averaging Activity
{

!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!source_id!: !activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!comment!: !nucleon mass on ...!,
!type!: !provQCD:activity!,
!attributedTo!: !Franks_ORCiD!,
!code_id!: !prov::code :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH!,
!input!: [

{
!id!: !prov::data :// ENSEMBLE_ID/PROJ/nm_params.dat!,
!source_type!: !provQCD:entity:input!,
!edge_type!: !used!

},
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .1.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

},
...
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .291.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

}
]

}

The availability of ProvCards and ProvGraphs allows us to an-
swer a large number of typical provenance questions, such as Q1
to Q3. Note that the ProvCards contain the full provenance infor-
mation that was generated or extracted, while the ProvGraphs can
provide a very useful visualization.

2https://provviz.com/

Figure 3: ProvGraph for an Ensemble Average (automatically
rendered from Listing 3 using ProvViz2).

5 IMPLEMENTATION OUTLINE
In the preceding section we have introduced ProvCards that contain
provenance-relevant metadata. If the ProvCards were not generated
automatically during work#ow execution, the required information
needs to be extracted from metadata or log "les. Furthermore, we
want to generate ProvGraphs from ProvCards. For these purposes
we are developing the toolbox provQCD, which consists of several
modules whose functionalities are outlined below.
• If ProvCards were not generated during work#ow execution,

the metadata_extractor module extracts the provenance-re-
lated metadata from metadata or log "les.

• As the entire Lattice QCD work#ow is fragmented and carried
out successively by various agents who are not necessarily
familiar with the W3C PROV standard, the translator module
translates the output of the metadata_extractor module into
W3C PROV-compliant terminology and generates a proper
ProvCard.

• If desired, the merger module collects ProvCards in a ProvDeck.
• The registrar module registers ProvCards in a searchable

database.
• The graph_generator module generates a ProvGraph from

ProvCards or ProvDecks, in a PROV-DM format such as PROV-
JSON or PROV-XML.

• The visualizer module creates a visual representation of the
ProvGraph.

The provQCD toolbox will incorporate functionalities of the ex-
isting W3C PROV-compliant Python package prov.3 Also, it will
adhere to ILDG standards and FAIR principles.

6 CONCLUSION AND FUTURE WORK
We have extended the W3C PROV model introduced in [2] to the
third part of the Lattice QCD work#ow, analysis. This part is less
universal than the other two parts but does include generic ele-
ments. Therefore we hope that other research groups can adapt our
provenance model in a straightforward manner.

We have introduced the concept of ProvCards to capture the
provenance-related aspects of the metadata of activities, entities,
and agents. The advantage of ProvCards is that they allow us to
answer provenance questions without having to search through
large amounts of (meta-) data. From the ProvCards we can generate
a ProvGraph for the work#ow, or parts thereof, which can provide
a useful visual aid. We are developing the provQCD toolbox, whose
main purposes are the extraction of ProvCards from metadata and
log "les as well as the generation of ProvGraphs from ProvCards.

Future work includes the speci"cation of the metadata standard
for the ProvCards and the corresponding ontology for the Lattice
QCD community as well as the completion of the provQCD toolbox.
3https://pypi.org/project/prov

Figure 2:ProvCard for an Ensemble Averaging Activity.

•ProvDeck: collection of ProvCard parts for organizational and sharing
purpose

•ProvGraph: generated provenance graph that visualizes the relationships
between entities, agents, and activities according to the W3C PROV-DMPW’ 25, June 22–27, 2025, Berlin, Germany Auge et al.

“extracted correlators” from Figure 1 is split into 𝐿 = 291 entities
corresponding to the correlators from the 291 di!erent con"gura-
tions we analyze. The corresponding 291 ProvCards are collected
in a ProvDeck. To generate the ProvGraph for Figure 2 we only
need the two ProvCards for the ensemble-averaging engine and
the ensemble average.

Figure 2 assumes a toolbox provQCD whose implementation is
outlined in Section 5. This toolbox will have two main functionali-
ties: it extracts the ProvCard from the corresponding source (if the
ProvCard was not generated by the work#ow), and it generates the
ProvGraphs from the ProvCards. Of course, both the provenance
concept and the toolbox can be applied to all parts of the work#ow.

For the ProvGraph any PROV-DM format can be used. For de"-
niteness and better readibility we will use PROV-JSON [4] for the
ProvGraph and JSON for the ProvCards. A ProvCard then corre-
sponds to a single JSON object. In Listings 1 and 2 we show the two
ProvCards that are needed to generate the ProvGraph for Figure 2.
The resulting ProvGraph is shown in Listing 3 and Figure 3.

Listing 1: ProvCard for an Ensemble Average Entity
{

!id!: !prov::data :// ENSEMBLE$_ID/PROJ/nuc_mass.npy!,
!source_id!: !data :// ENSEMBLE_ID/PROJ/nuc_mass.npy!,
!comment!: !nucleon mass on ...!,
!type!: !provQCD:entity:data!,
!input!: [

{
!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extract.

py@GIT_HASH /1743601429! ,
!source_type!: !provQCD:activity!,
!edge_type!: !wasGeneratedBy!

}
]

}

Listing 2: ProvCard for an Ensemble Averaging Activity
{

!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!source_id!: !activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!comment!: !nucleon mass on ...!,
!type!: !provQCD:activity!,
!attributedTo!: !Franks_ORCiD!,
!code_id!: !prov::code :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH!,
!input!: [

{
!id!: !prov::data :// ENSEMBLE_ID/PROJ/nm_params.dat!,
!source_type!: !provQCD:entity:input!,
!edge_type!: !used!

},
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .1.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

},
...
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .291.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

}
]

}

The availability of ProvCards and ProvGraphs allows us to an-
swer a large number of typical provenance questions, such as Q1
to Q3. Note that the ProvCards contain the full provenance infor-
mation that was generated or extracted, while the ProvGraphs can
provide a very useful visualization.

2https://provviz.com/

Figure 3: ProvGraph for an Ensemble Average (automatically
rendered from Listing 3 using ProvViz2).

5 IMPLEMENTATION OUTLINE
In the preceding section we have introduced ProvCards that contain
provenance-relevant metadata. If the ProvCards were not generated
automatically during work#ow execution, the required information
needs to be extracted from metadata or log "les. Furthermore, we
want to generate ProvGraphs from ProvCards. For these purposes
we are developing the toolbox provQCD, which consists of several
modules whose functionalities are outlined below.
• If ProvCards were not generated during work#ow execution,

the metadata_extractor module extracts the provenance-re-
lated metadata from metadata or log "les.

• As the entire Lattice QCD work#ow is fragmented and carried
out successively by various agents who are not necessarily
familiar with the W3C PROV standard, the translator module
translates the output of the metadata_extractor module into
W3C PROV-compliant terminology and generates a proper
ProvCard.

• If desired, the merger module collects ProvCards in a ProvDeck.
• The registrar module registers ProvCards in a searchable

database.
• The graph_generator module generates a ProvGraph from

ProvCards or ProvDecks, in a PROV-DM format such as PROV-
JSON or PROV-XML.

• The visualizer module creates a visual representation of the
ProvGraph.

The provQCD toolbox will incorporate functionalities of the ex-
isting W3C PROV-compliant Python package prov.3 Also, it will
adhere to ILDG standards and FAIR principles.

6 CONCLUSION AND FUTURE WORK
We have extended the W3C PROV model introduced in [2] to the
third part of the Lattice QCD work#ow, analysis. This part is less
universal than the other two parts but does include generic ele-
ments. Therefore we hope that other research groups can adapt our
provenance model in a straightforward manner.

We have introduced the concept of ProvCards to capture the
provenance-related aspects of the metadata of activities, entities,
and agents. The advantage of ProvCards is that they allow us to
answer provenance questions without having to search through
large amounts of (meta-) data. From the ProvCards we can generate
a ProvGraph for the work#ow, or parts thereof, which can provide
a useful visual aid. We are developing the provQCD toolbox, whose
main purposes are the extraction of ProvCards from metadata and
log "les as well as the generation of ProvGraphs from ProvCards.

Future work includes the speci"cation of the metadata standard
for the ProvCards and the corresponding ontology for the Lattice
QCD community as well as the completion of the provQCD toolbox.
3https://pypi.org/project/prov

Figure 3:ProvGraph for an Ensemble Average.

→ structured, interoperable representation of provenance-related metadata
to support traceability, reproducibility, and transparency in a Lattice QCD
workflow

Next steps
• specification of the metadata standard for the ProvCards and the

corresponding ontology for the Lattice QCD community
• further development of the provQCD toolbox
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Objective & Contributions
•Challenges: missing provenance support for Lattice QCD workflows to

answer questions such as
•Q1 : Which datasets are a!ected by an error or bug?
•Q2 : How are datasets a!ected by modifying a parameter?
•Q3 : Who was involved in generating the data?

•Contribution:
• ProvCards and ProvDecks to isolate, organize and share provenance-related metadata
• ProvGraphs to visualize the workflow provenance and answer provenance questions

•Aim: enable reproducible, traceable, and high-quality data analysis in
computational particle physics

Provenance for Lattice QCD
•Lattice QCD workflows are complex, multi-step, and distributed
• a typical Lattice QCD workflow factorizes into three parts:
• generation: generation of ensembles of gauge-field configurations
•measurement: configuration of correlation functions
• analysis: derivation of observances

•Lattice QCD gauge-field configuration file format QCDml consisting of
an ensemble metadata and a configuration metadata standard [2, 3]
→ provenance-related metadata for generation phase

•PROV-template for generation and measurement phase introduced in [1]
→ current standards and concepts only support the first two phases
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Figure 1: Simpli!ed version of a W3C PROV model for a Lat-
tice QCD work"ow consisting of generation, measurement,
and analysis parts. Yellow, blue, and orange nodes correspond
to entities, activities, and agents, respectively.

below) are su!ciently generic to serve as a blueprint for other
research groups.

In the W3C PROV standard, a PROV data model (PROV-DM, [9])
is represented by a provenance graph, i.e., there is a one-to-one
correspondence between model and graph. To not overload the
"gure, we have simpli"ed our extended provenance model. This
simpli"ed version is shown in Figure 1. It di#ers from the full model
in two aspects: (1) We have sometimes combined data and metadata
into one entity. (2) We have assumed that the agent whom an input
"le is attributed to is also associated with the execution of the
activity which is using that input "le.
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Figure 2: Provenance concept for a subset of the analysis part.
The gray and green nodes extend the work"ow by prove-
nance information. The red arrows indicate the generation
or extraction of ProvCards from the source’s metadata, while
the blue arrows indicate the generation of ProvDecks and
ProvGraphs from ProvCards. Both functionalities are part
of the provQCD toolbox, see Section 5.

4.3 ProvCards, ProvDecks, and ProvGraphs
To respect the FAIR principles F1–F3 [12] we represent every en-
tity, activity, and agent as a triple consisting of (1) a unique and
persistent identi"er, (2) the metadata, and (3) the actual content
(e.g., a dataset or a code). To be able to answer provenance ques-
tions quickly and independently, we wish to isolate and store the
provenance-related subset of the metadata in such a way that a
work$ow provenance graph (ProvGraph) can be generated auto-
matically in a PROV-DM format [9].

For a given entity, activity, or agent, we call the provenance-
related metadata a ProvCard and store this ProvCard in a "le or
database. Ideally, the ProvCard is generated as the work$ow is
executed, but if this was not the case in past work$ow executions
it will be necessary to extract the ProvCard from existing metadata
or log "les.

In the following we refer to the entity, activity, or agent from
which the ProvCard was generated or extracted as the source. Every
ProvCard contains the unique persistent identi"er of the source, a
unique and persistent identi"er of the ProvCard (which could be
derived from the identi"er of the source), the type (of the source),
and a comment. The remaining entries of a ProvCard depend on
the type of the source and include, e.g., the associated/attributed
agent or input "les (code and data "les).

The ProvCards are registered in a searchable database (FAIR
principle F4). In most situations it will be convenient to organize
the ProvCards in some way, for which we introduce the concept of
a ProvDeck as a collection of ProvCards. Depending on the use case,
it may or may not be sensible to de"ne a hierarchy of ProvDecks.

In Figure 2 we illustrate our provenance concept for a subset of
the analysis part. As an example for a typical use case, the entity

Figure 1:Provenance concept for a subset of the analysis part.

The provQCD toolbox
• metadata_extractor: extraction of ProvCards from logs and

metadata files
• registrar & graph_generator: generation of ProvDecks from

ProvCards and ProvGraphs from ProvDecks
• visualizer: visual representation of the ProvGraph
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“extracted correlators” from Figure 1 is split into 𝐿 = 291 entities
corresponding to the correlators from the 291 di!erent con"gura-
tions we analyze. The corresponding 291 ProvCards are collected
in a ProvDeck. To generate the ProvGraph for Figure 2 we only
need the two ProvCards for the ensemble-averaging engine and
the ensemble average.

Figure 2 assumes a toolbox provQCD whose implementation is
outlined in Section 5. This toolbox will have two main functionali-
ties: it extracts the ProvCard from the corresponding source (if the
ProvCard was not generated by the work#ow), and it generates the
ProvGraphs from the ProvCards. Of course, both the provenance
concept and the toolbox can be applied to all parts of the work#ow.

For the ProvGraph any PROV-DM format can be used. For de"-
niteness and better readibility we will use PROV-JSON [4] for the
ProvGraph and JSON for the ProvCards. A ProvCard then corre-
sponds to a single JSON object. In Listings 1 and 2 we show the two
ProvCards that are needed to generate the ProvGraph for Figure 2.
The resulting ProvGraph is shown in Listing 3 and Figure 3.

Listing 1: ProvCard for an Ensemble Average Entity
{

!id!: !prov::data :// ENSEMBLE$_ID/PROJ/nuc_mass.npy!,
!source_id!: !data :// ENSEMBLE_ID/PROJ/nuc_mass.npy!,
!comment!: !nucleon mass on ...!,
!type!: !provQCD:entity:data!,
!input!: [

{
!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extract.

py@GIT_HASH /1743601429! ,
!source_type!: !provQCD:activity!,
!edge_type!: !wasGeneratedBy!

}
]

}

Listing 2: ProvCard for an Ensemble Averaging Activity
{

!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!source_id!: !activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!comment!: !nucleon mass on ...!,
!type!: !provQCD:activity!,
!attributedTo!: !Franks_ORCiD!,
!code_id!: !prov::code :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH!,
!input!: [

{
!id!: !prov::data :// ENSEMBLE_ID/PROJ/nm_params.dat!,
!source_type!: !provQCD:entity:input!,
!edge_type!: !used!

},
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .1.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

},
...
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .291.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

}
]

}

The availability of ProvCards and ProvGraphs allows us to an-
swer a large number of typical provenance questions, such as Q1
to Q3. Note that the ProvCards contain the full provenance infor-
mation that was generated or extracted, while the ProvGraphs can
provide a very useful visualization.

2https://provviz.com/

Figure 3: ProvGraph for an Ensemble Average (automatically
rendered from Listing 3 using ProvViz2).

5 IMPLEMENTATION OUTLINE
In the preceding section we have introduced ProvCards that contain
provenance-relevant metadata. If the ProvCards were not generated
automatically during work#ow execution, the required information
needs to be extracted from metadata or log "les. Furthermore, we
want to generate ProvGraphs from ProvCards. For these purposes
we are developing the toolbox provQCD, which consists of several
modules whose functionalities are outlined below.
• If ProvCards were not generated during work#ow execution,

the metadata_extractor module extracts the provenance-re-
lated metadata from metadata or log "les.

• As the entire Lattice QCD work#ow is fragmented and carried
out successively by various agents who are not necessarily
familiar with the W3C PROV standard, the translator module
translates the output of the metadata_extractor module into
W3C PROV-compliant terminology and generates a proper
ProvCard.

• If desired, the merger module collects ProvCards in a ProvDeck.
• The registrar module registers ProvCards in a searchable

database.
• The graph_generator module generates a ProvGraph from

ProvCards or ProvDecks, in a PROV-DM format such as PROV-
JSON or PROV-XML.

• The visualizer module creates a visual representation of the
ProvGraph.

The provQCD toolbox will incorporate functionalities of the ex-
isting W3C PROV-compliant Python package prov.3 Also, it will
adhere to ILDG standards and FAIR principles.

6 CONCLUSION AND FUTURE WORK
We have extended the W3C PROV model introduced in [2] to the
third part of the Lattice QCD work#ow, analysis. This part is less
universal than the other two parts but does include generic ele-
ments. Therefore we hope that other research groups can adapt our
provenance model in a straightforward manner.

We have introduced the concept of ProvCards to capture the
provenance-related aspects of the metadata of activities, entities,
and agents. The advantage of ProvCards is that they allow us to
answer provenance questions without having to search through
large amounts of (meta-) data. From the ProvCards we can generate
a ProvGraph for the work#ow, or parts thereof, which can provide
a useful visual aid. We are developing the provQCD toolbox, whose
main purposes are the extraction of ProvCards from metadata and
log "les as well as the generation of ProvGraphs from ProvCards.

Future work includes the speci"cation of the metadata standard
for the ProvCards and the corresponding ontology for the Lattice
QCD community as well as the completion of the provQCD toolbox.
3https://pypi.org/project/prov

Figure 2:ProvCard for an Ensemble Averaging Activity.

•ProvDeck: collection of ProvCard parts for organizational and sharing
purpose

•ProvGraph: generated provenance graph that visualizes the relationships
between entities, agents, and activities according to the W3C PROV-DMPW’ 25, June 22–27, 2025, Berlin, Germany Auge et al.

“extracted correlators” from Figure 1 is split into 𝐿 = 291 entities
corresponding to the correlators from the 291 di!erent con"gura-
tions we analyze. The corresponding 291 ProvCards are collected
in a ProvDeck. To generate the ProvGraph for Figure 2 we only
need the two ProvCards for the ensemble-averaging engine and
the ensemble average.

Figure 2 assumes a toolbox provQCD whose implementation is
outlined in Section 5. This toolbox will have two main functionali-
ties: it extracts the ProvCard from the corresponding source (if the
ProvCard was not generated by the work#ow), and it generates the
ProvGraphs from the ProvCards. Of course, both the provenance
concept and the toolbox can be applied to all parts of the work#ow.

For the ProvGraph any PROV-DM format can be used. For de"-
niteness and better readibility we will use PROV-JSON [4] for the
ProvGraph and JSON for the ProvCards. A ProvCard then corre-
sponds to a single JSON object. In Listings 1 and 2 we show the two
ProvCards that are needed to generate the ProvGraph for Figure 2.
The resulting ProvGraph is shown in Listing 3 and Figure 3.

Listing 1: ProvCard for an Ensemble Average Entity
{

!id!: !prov::data :// ENSEMBLE$_ID/PROJ/nuc_mass.npy!,
!source_id!: !data :// ENSEMBLE_ID/PROJ/nuc_mass.npy!,
!comment!: !nucleon mass on ...!,
!type!: !provQCD:entity:data!,
!input!: [

{
!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extract.

py@GIT_HASH /1743601429! ,
!source_type!: !provQCD:activity!,
!edge_type!: !wasGeneratedBy!

}
]

}

Listing 2: ProvCard for an Ensemble Averaging Activity
{

!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!source_id!: !activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!comment!: !nucleon mass on ...!,
!type!: !provQCD:activity!,
!attributedTo!: !Franks_ORCiD!,
!code_id!: !prov::code :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH!,
!input!: [

{
!id!: !prov::data :// ENSEMBLE_ID/PROJ/nm_params.dat!,
!source_type!: !provQCD:entity:input!,
!edge_type!: !used!

},
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .1.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

},
...
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .291.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

}
]

}

The availability of ProvCards and ProvGraphs allows us to an-
swer a large number of typical provenance questions, such as Q1
to Q3. Note that the ProvCards contain the full provenance infor-
mation that was generated or extracted, while the ProvGraphs can
provide a very useful visualization.

2https://provviz.com/

Figure 3: ProvGraph for an Ensemble Average (automatically
rendered from Listing 3 using ProvViz2).

5 IMPLEMENTATION OUTLINE
In the preceding section we have introduced ProvCards that contain
provenance-relevant metadata. If the ProvCards were not generated
automatically during work#ow execution, the required information
needs to be extracted from metadata or log "les. Furthermore, we
want to generate ProvGraphs from ProvCards. For these purposes
we are developing the toolbox provQCD, which consists of several
modules whose functionalities are outlined below.
• If ProvCards were not generated during work#ow execution,

the metadata_extractor module extracts the provenance-re-
lated metadata from metadata or log "les.

• As the entire Lattice QCD work#ow is fragmented and carried
out successively by various agents who are not necessarily
familiar with the W3C PROV standard, the translator module
translates the output of the metadata_extractor module into
W3C PROV-compliant terminology and generates a proper
ProvCard.

• If desired, the merger module collects ProvCards in a ProvDeck.
• The registrar module registers ProvCards in a searchable

database.
• The graph_generator module generates a ProvGraph from

ProvCards or ProvDecks, in a PROV-DM format such as PROV-
JSON or PROV-XML.

• The visualizer module creates a visual representation of the
ProvGraph.

The provQCD toolbox will incorporate functionalities of the ex-
isting W3C PROV-compliant Python package prov.3 Also, it will
adhere to ILDG standards and FAIR principles.

6 CONCLUSION AND FUTURE WORK
We have extended the W3C PROV model introduced in [2] to the
third part of the Lattice QCD work#ow, analysis. This part is less
universal than the other two parts but does include generic ele-
ments. Therefore we hope that other research groups can adapt our
provenance model in a straightforward manner.

We have introduced the concept of ProvCards to capture the
provenance-related aspects of the metadata of activities, entities,
and agents. The advantage of ProvCards is that they allow us to
answer provenance questions without having to search through
large amounts of (meta-) data. From the ProvCards we can generate
a ProvGraph for the work#ow, or parts thereof, which can provide
a useful visual aid. We are developing the provQCD toolbox, whose
main purposes are the extraction of ProvCards from metadata and
log "les as well as the generation of ProvGraphs from ProvCards.

Future work includes the speci"cation of the metadata standard
for the ProvCards and the corresponding ontology for the Lattice
QCD community as well as the completion of the provQCD toolbox.
3https://pypi.org/project/prov
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→ structured, interoperable representation of provenance-related metadata
to support traceability, reproducibility, and transparency in a Lattice QCD
workflow

Next steps
• specification of the metadata standard for the ProvCards and the

corresponding ontology for the Lattice QCD community
• further development of the provQCD toolbox
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“extracted correlators” from Figure 1 is split into 𝐿 = 291 entities
corresponding to the correlators from the 291 di!erent con"gura-
tions we analyze. The corresponding 291 ProvCards are collected
in a ProvDeck. To generate the ProvGraph for Figure 2 we only
need the two ProvCards for the ensemble-averaging engine and
the ensemble average.

Figure 2 assumes a toolbox provQCD whose implementation is
outlined in Section 5. This toolbox will have two main functionali-
ties: it extracts the ProvCard from the corresponding source (if the
ProvCard was not generated by the work#ow), and it generates the
ProvGraphs from the ProvCards. Of course, both the provenance
concept and the toolbox can be applied to all parts of the work#ow.

For the ProvGraph any PROV-DM format can be used. For de"-
niteness and better readibility we will use PROV-JSON [4] for the
ProvGraph and JSON for the ProvCards. A ProvCard then corre-
sponds to a single JSON object. In Listings 1 and 2 we show the two
ProvCards that are needed to generate the ProvGraph for Figure 2.
The resulting ProvGraph is shown in Listing 3 and Figure 3.

Listing 1: ProvCard for an Ensemble Average Entity
{

!id!: !prov::data :// ENSEMBLE$_ID/PROJ/nuc_mass.npy!,
!source_id!: !data :// ENSEMBLE_ID/PROJ/nuc_mass.npy!,
!comment!: !nucleon mass on ...!,
!type!: !provQCD:entity:data!,
!input!: [

{
!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extract.

py@GIT_HASH /1743601429! ,
!source_type!: !provQCD:activity!,
!edge_type!: !wasGeneratedBy!

}
]

}

Listing 2: ProvCard for an Ensemble Averaging Activity
{

!id!: !prov:: activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!source_id!: !activity :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH
/1743601429! ,

!comment!: !nucleon mass on ...!,
!type!: !provQCD:activity!,
!attributedTo!: !Franks_ORCiD!,
!code_id!: !prov::code :// ENSEMBLE_ID/PROJ/nm_extr.py@GIT_HASH!,
!input!: [

{
!id!: !prov::data :// ENSEMBLE_ID/PROJ/nm_params.dat!,
!source_type!: !provQCD:entity:input!,
!edge_type!: !used!

},
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .1.h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

},
...
{

!id!: !prov::data :// ENSEMBLE_ID/PROJ/corr .291. h5!,
!source_type!: !provQCD:entity:data!,
!edge_type!: !used!

}
]

}

The availability of ProvCards and ProvGraphs allows us to an-
swer a large number of typical provenance questions, such as Q1
to Q3. Note that the ProvCards contain the full provenance infor-
mation that was generated or extracted, while the ProvGraphs can
provide a very useful visualization.

2https://provviz.com/
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Figure 3: ProvGraph for an Ensemble Average (automatically
rendered from Listing 3 using ProvViz2).

5 IMPLEMENTATION OUTLINE
In the preceding section we have introduced ProvCards that contain
provenance-relevant metadata. If the ProvCards were not generated
automatically during work#ow execution, the required information
needs to be extracted from metadata or log "les. Furthermore, we
want to generate ProvGraphs from ProvCards. For these purposes
we are developing the toolbox provQCD, which consists of several
modules whose functionalities are outlined below.
• If ProvCards were not generated during work#ow execution,

the metadata_extractor module extracts the provenance-re-
lated metadata from metadata or log "les.

• As the entire Lattice QCD work#ow is fragmented and carried
out successively by various agents who are not necessarily
familiar with the W3C PROV standard, the translator module
translates the output of the metadata_extractor module into
W3C PROV-compliant terminology and generates a proper
ProvCard.

• If desired, the merger module collects ProvCards in a ProvDeck.
• The registrar module registers ProvCards in a searchable

database.
• The graph_generator module generates a ProvGraph from

ProvCards or ProvDecks, in a PROV-DM format such as PROV-
JSON or PROV-XML.

• The visualizer module creates a visual representation of the
ProvGraph.

The provQCD toolbox will incorporate functionalities of the ex-
isting W3C PROV-compliant Python package prov.3 Also, it will
adhere to ILDG standards and FAIR principles.

6 CONCLUSION AND FUTURE WORK
We have extended the W3C PROV model introduced in [2] to the
third part of the Lattice QCD work#ow, analysis. This part is less
universal than the other two parts but does include generic ele-
ments. Therefore we hope that other research groups can adapt our
provenance model in a straightforward manner.

We have introduced the concept of ProvCards to capture the
provenance-related aspects of the metadata of activities, entities,
and agents. The advantage of ProvCards is that they allow us to
answer provenance questions without having to search through
large amounts of (meta-) data. From the ProvCards we can generate
a ProvGraph for the work#ow, or parts thereof, which can provide
a useful visual aid. We are developing the provQCD toolbox, whose
main purposes are the extraction of ProvCards from metadata and
log "les as well as the generation of ProvGraphs from ProvCards.

Future work includes the speci"cation of the metadata standard
for the ProvCards and the corresponding ontology for the Lattice
QCD community as well as the completion of the provQCD toolbox.
3https://pypi.org/project/prov

ProvDeck: collection of ProvCard
ProvGraph: generated provenance graph that visualizes the relationships
between entities, agents, and activities according to the W3C PROV-DM
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Next steps
• specification of a metadata standard for ProvCards and a corresponding

ontology for the Lattice QCD community
• further development of the provQCD toolbox for

• ProvCard extraction from metadata and log files
• generation of ProvDecks and ProvGraphs from ProvCards
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